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GLOBAL CONSEQUENCES OF THE LOSS OF BUSINESS
IN COUNTRIES AROUND THE WORLD CAUSED BY FRAUD

Abstract. Fraud is one of the types of financial crimes, which occupies an important
place in the research of scientists from around the world. Relevance of this issue is growing
rapidly, due to the increased level of losses in enterprises, institutions, banks, large corporations
at both the private and state levels. The consequences from fraudulent activity leads to the loss
of significant financial resources in enterprises, which causes a threat to their activities. The
resolution of many of the criminal issues that are occurring is difficult, and therefore requires
exchange of the experience of many countries worldwide.

According to Ukrainian legislation, there is a criminal responsibility for fraudsters, who
misuse financial resources on a large scale and by their malicious actions provide to material
damage of enterprises, banks and institutions in large amounts by their malicious actions.

To detect the fact of embezzlement, it is needed to conduct an internal audit in the
company, which must be carried out by the relevant department, e.g.. security services
department, involving internal audit or internal control; legal department; HR-service
department.

Identification of the persons who may be involved in fraudulent actions is a complex
issue for which there is a criminal responsibility. Different companies impose disciplinary
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liability, penalties or criminal liability on employees.

The most vulnerable spheres of fraud are: banks, industry, construction, medicine, transport
and procurement. It is in these sectors are concentrated most cash flows and there is no proper
control of the inspection of counterparties. In addition, for such work must be professionally
trained staff, the availability of which in large companies is small or completely absent.

More often than not, companies suffer from abusive actions of customers, competitors
and co-workers of the company.

Keywords: fraud in enterprises, confidentiality of information, copyright infringement,
interference in enterprise data systems, data protection

Introduction. The current conditions of economic development of the
countries are characterized by various crises, which occur in the economy. The
consequences of such crises are political phenomena in the country and beyond
its borders, global economic crises, competitiveness, foreign policy, loss of
business reputation and trust in enterprises, etc. One of these issues includes
corporate misconduct in enterprises. That is why special attention is paid to
research and monitoring of risks and threats that occur in enterprises through
fraud. A large number of enterprises lose significant amounts of money as a result
of various types of malpractice, business reputation, credibility and competitive
position in the market, and sometimes the entire business. An inefficient system
of internal control is the main reason for the emergence of risks and threats from
corporate fraud.

Domestic and foreign researchers believe that every other company that
has incurred financial losses and reported them has lost its reputation and
credibility through corporate misbehavior.

Incidents of corporate malfeasance negatively affect the financial
condition of the company, undermine its credibility and business reputation.
The scale of fraud is growing quickly. Therefore, it is necessary to develop and
implement more effective legislation and regulations that would regulate the
fight against vandalism, development of measures for the functioning of the
system of internal control in enterprises and sectors of the economy.

The research object is the processes of increasing the level of insecurity that
affect the economic security of domestic enterprises and enterprises of the world.

The subject of the study detection of the consequences of losses in the
enterprises of the countries of the world and creation of measures for their
minimization and avoidance.

The purpose of this work the monitoring of the consequences of threats
to business activities and measures to prevent them.

Formulation of the main material. Ukrainian companies often face
questions about risks that were caused by negligence. Negative consequences of
negligence lead to economic losses, inefficient management, low privatization
of the company for investors, low level of corporate culture and significant
financial losses, which are caused by negligence and lead to economic risks and
closure of enterprises, companies, corporations.

Reliable and efficient development of the state depends on the economic
development of the enterprise. Lack of effective monitoring and assessment of
threats to the enterprise does not allow the enterprises to effectively develop a
system of struggle, to reveal and prevent the facts of corporate misconduct in
the future (Rybalchenko & Ryzhkov, 2021).

Violations against the confidentiality and integrity of information, fraud,
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copyright infringement, interference in the data systems of corporate enterprises, banks
and institutions are becoming more common (Rybalchenko & Ryzhkov, 2019).

According to research by the Association of Certified Fraud Experts
(ACFE), the loss of professional fraud to enterprises is estimated at $ 1.5
million, which is an average of 5 % of annual revenue. In 2020, there were 2504
cases of fraud in enterprises in 125 countries. Considering the period of fraud,
which lasted about 14 months until they were discovered, the average loss of
enterprises was $ 8 300 per month.

In detecting fraudulent activities, companies prefer litigation and internal
punishment, rather than the transfer of fraudulent crimes to law enforcement
agencies. The number of companies that have chosen lawsuits has grown to 28 %
in 2020 compared to 23 % in previous years. The number of appeals to law
enforcement agencies decreased from 69 % in 2008 to 59 % in 2020. Most
companies have taken steps to improve domestic discipline and civil justice rather
than prosecute.

In recent years, the growth of order and requirements for improving internal
discipline in enterprises has led to a reduction in fraud. The introduction of a
hotline, the establishment of anti-fraud policies, and the strengthening of
enterprise data protection tools have led to a 13 % reduction in the consequences
of fraud.

Fraud is a global issue for businesses around the world. Professional fraud
is often undetectable, so it leads to large-scale costs, which is a global threat.
Figure 1 shows the number and percentage of cases of fraud in the world
(Report To The Nations. 2021 Global Study On Occupational Fraud And
Abuse).
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Figure 1 — Professional fraud in the world in 2020
Source: built by the authors according to the data (Report To The
Nations. 2021 Global Study On Occupational Fraud And Abuse)
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Losses from professional fraud are growing every year, which has a
significant impact on the ability to create jobs, production of goods and
services, providing reliable service (Figure 2).
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Figure 2 — Losses from fraud in the world in 2020
Source: built by the authors according to the data (Report To The
Nations, 2021 Global Study On Occupational Fraud And Abuse)

There are three main categories of professional fraud. Misappropriation
of assets, which includes theft by employees or misuse of resources by
employers, which is the case in 86 % of fraud schemes. Such schemes lead to
the smallest losses — 100 thousand US dollars. The second category of
professional fraud includes corruption, which includes crimes such as bribery,
conflict of interest and extortion, which cause financial losses to 43 % of
enterprises with an average loss of 200 thousand US dollars (Report To The
Nations. 2021 Global Study On Occupational Fraud And Abuse).

Financial reporting fraud is the lowest, in 10 % of cases, but leads to the
largest losses, 954 thousand US dollars.

Examining the duration of fraud schemes, it must be said that not all
fraud can be stopped and prevented. Even in the most dangerous enterprises,
it is likely that in time, fraud will occur on the part of employees. Therefore,
early detection of fraud is essential to protect the organization from potential
threats and losses. The average duration of fraud from the beginning of fraud
to its detection is 14 months.

Figure 3 shows that the longer the fraud remains undetected, the greater
is the financial loss to the company.
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Figure 3 — Duration of fraud schemes and financial loss
Source: built by the authors according to the data (Report To The
Nations. 2021 Global Study On Occupational Fraud And Abuse)

According to the speed of various professional fraud schemes, the fraud
with financial reporting leads to the greatest loss, the average level of which is
39.8 thousand US dollars per month. Next are corruption schemes, with a loss
of 11.1 thousand US dollars per month. It is these schemes that cause the
greatest losses and occur very quickly. Therefore, companies need to take
measures to create priority areas for rapid prevention and detection of such
types of fraud.

The following types of fraud and their losses (per month) are:

— non-cash — 6 thousand dollars;

— falsification of checks and payments of 4.6 thousand dollars;

— billing — 4.2 thousand dollars;

— theft of cash 4.0 thousand dollars;

— skimming 2.9 thousand dollars;

— salary 2.6 thousand dollars;

— cash in the box office 1.7 thousand dollars;

— reimbursement of expenses 1.4 thousand dollars;

— registration of payments of 0.8 thousand dollars (General Prosecutor of
Ukraine).

Thus, if the losses in the company are not so fast and their level is not so
significant, the company has more time to stop such fraudulent actions.

Corporate fraud is an economic criminal activity that benefits from
deception, trickery, abuse of trust, concealment of the truth, and so on.

Economic crimes are more common in countries where the level of
shadowing of the economy is quite high. Corporate fraud is common in
developed countries with high economies. Ukraine ranks sixth in the national
ranking of corporate fraud (45 %); Russia — 1% place (71 %), South Africa — 2"
(62 %), Kenya — 3" (57 %), Canada — 4™ (56 %), Mexico — 5" place (51 %)
(according to a study by PwC “Economic Crimes” during the economic
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downturn”). 59 % of domestic companies have been victims of economic
crimes in the last two years, which is higher than the world average (43 %).

According to recent studies, 67 % of all fraud cases are committed by
persons aged 31-40 years (Report To The Nations. 2021 Global Study On
Occupational Fraud And Abuse). Employees (77 %) who work in the fields of
finance, accounting, sales, procurement, and senior management have the best
chances of fraud. According to Ukrainian companies, the most common types of
corporate fraud are corruption, abuse of office and misappropriation of assets.

The high level of economic crime in society is due to the reasons for the
imperfect structure of government, personnel policy, legal shortcomings, rising
unemployment, rising prices for goods and services, high inflation and
significantly lower wages.

The fraud level in enterprises is growing because the level of detection of such
crimes is very low and difficult to identify. More often than not, corporate fraudsters
commit crimes in large companies, so the losses of companies become very significant.

Fraud is a problem for corporations, manufacturing companies,
organizations and institutions, misappropriating their assets, manipulating
money, taking large amounts of them out of the country.

In 2020, about 70 % of all enterprises in the world suffered from
professional fraud (Report To The Nations. 2021 Global Study On Occupational
Fraud And Abuse), 44 % of which were private organizations and 26 % were
public companies, 16 % were government enterprises and 9 % were non-profit.
Private and public companies suffered an average loss of $ 150 000,
government ones losses $ 100 000, and nonprofits suffered the least $ 75 000.

Enterprises with annual revenues of less than $ 50 million USA, have a
loss of 114 thousand US dollars (this includes 38 % of enterprises). The biggest
losses are enterprises (Report To The Nations. 2021 Global Study On
Occupational Fraud And Abuse), whose revenue is more than 1 billion US
dollars. US $ 150 000 (26 % of enterprises).

Professional fraud leads to material loss, legal costs and can lead to
bankruptcy. By creating a strategic plan and monitoring the planning of activities
and development of the enterprise, you can reduce the risks that may occur in
enterprises and take measures to avoid professional fraud. Modern policy of
corporations and enterprises should be aimed at applying modern methods and
tools to prevent fraud and ensure their sound economic development (“On National
Security of Ukraine” Law of Ukraine of June 21, 2018 Ne 2469-VIII).

There are money laundering schemes published by the National Bank of
Ukraine, which include (Information and consulting platform) :

— “withdrawal of capital”. This scheme has little effect on the exchange
rate and allows them to move outside the state;

— “cash transfer”. This scheme allows you to withdraw cash and is a form
of payment for any work performed by an individual,

— “corruption”. This scheme belongs to illegal activities, is not regulated
by economic laws and is aimed at committing crimes;

— “boiler”. These are transactions that are illegal and intended to transfer
funds in cash. For this purpose the banking system is used and the interest for
carrying out illegal operation is received, as a reward;

— “receiving cash”. Companies pay for raw materials for the manufacture
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of products and receive cash through the bank;

— “cash without cash”. Non-cash conversion without cash collection is
used.

It has been studied that the modern international practice of crime
prevention is the most advanced, innovative and effective methods of combating
crime and its individual manifestations mainly occur in developed and
prosperous Western countries. This can be interpreted as:

1) the financial capacity of the government and law enforcement agencies,
the competent authorities of these countries ensure the rule of law and maintain
law and order;

2) it is connected with the existing scientific developments, established
criminological traditions and theories, the basis of the practice of crime prevention;

3) long-term strategy for the introduction of public influence, the
combatting crime through the formulation and implementation of various
prevention plans and projects.

In recent years, there has been a general decline in crime in Europe, with a
few exceptions. An analysis of data provided by Eurostat in 2020, as well as data
from the latest edition of the European Collection of Crime and Criminal Justice
Statistics, allows us to examine the level of crime and some of them: criminal
activity in EU member states until 2019, including (Eurostat — Crime statistics).

In particular, the highest absolute indicators of the number of crimes
recorded by the police in 2019 are observed in such EU member states as: Great
Britain — 6.54 million, Germany — 6.5 million, France — 4.11 million, Italy —
2.23 million, Spain — 2.18 million crimes. The lowest absolute figures for the
number of crimes registered in 2019 are: in Cyprus — 4.8 thousand, in Malta —
17 thousand, in Luxembourg — 26 thousand, in Latvia — 49.3 thousand, in
Estonia — 53.3 thousand of crimes (Eurostat — Crime statistics).

Despite the rather optimistic trends in European crime, it should be noted
that during 2017-2019, the number of convicts serving sentences in prisons
increased in 17 of the 28 EU member states. At the same time, the number of
police officers has increased in half of European countries during this period.

In the context of the crisis of EU migration policy, a significant increase
in the number of illegal migrants trying to find employment in the most
economically developed European countries, as well as increasing property
crimes, European authorities are trying to strengthen the criminal justice
system's response to recent crime in Europe.

Thus, as the analysis and generalization of the leading modern approaches
to crime prevention in the leading European countries shows, the main element
of this activity is not government repression for the committed crime, but the
expansion of private sector participation. Society keeps silence in all its
manifestations. This concept is based on:

— first, on a regulatory framework for crime prevention across Europe;

— secondly, on the criteria of economic feasibility, as it helps to save
public spending on prevention through the use of free state aid,;

— thirdly, it meets the requirements of those times, which are
characterized by the humanization of criminal penalties and the expansion of
prevention activities (Eurostat — Crime statistics).

Ensuring national economic security is based on the creation of political
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and legal international conditions of the country existence, providing free choice
and implementation of strategic objectives of economic development, ensuring
the achievement of macroeconomic goals at national and regional levels by
creating domestic subsystem of economic security and protection of economic
entities from illegal encroachments, unfair competition with the use of forces
and means of all government institutions of power, including the objects of
protection (The crime rate in the world).

Ensuring the national economic security is one of the main functions of
the state, which serves as a guarantee of state independence, implementation of
the strategy of social and economic development, stability and reliable
protection against possible threats (Fighting fraud: A never-ending battle.
PwC’s Global Economic Crime and Fraud Survey).

The economic security of the state is aimed at ensuring the independence
of the national economy, creating stability and sustainability, ensuring effective
economic development and improving the living standards of the population.

Legal guarantees for the economic security of the state are stable legal
regulation of relations in all sectors of the economy, regulation of market
relations, and prevention of economic and financial crises, minimization of
shadow economy, reducing fraud and increasing product competitiveness
(Report to the Nations on Occupational Fraud and Abuse. 2021. Global Fraud
Study. Association of Certified Fraud Examiners, Inc).

The state policy on economic security must ensure the stable functioning
of all its components. In addition, it should be aimed at reducing inflation,
reducing external and domestic debt, the stability of the national currency,
increasing incomes and improving the quality of life.

International economic security will contribute to the improvement of its
international law on the basis of these principles through the conclusion of
multilateral and bilateral treaties and agreements, the establishment and
operation of international (especially interstate) organizations to promote
cooperation and economic security of member states. The implementation of the
concept of international economic security will ensure the cooperation of states
in solving not only national problems but also global problems of mankind and
will become the material basis of peaceful existence in the world, a guarantee of
progress in eliminating economic backwardness of individual countries.

National economic security, at first glance, is the protection of the country’s
economy from dangerous influences, which can be both a deliberate source of
danger and a consequence of natural market relations. Danger also arises when the
economic situation of any state deteriorates to a critical level and so on.

Conclusions. Thus, at the state level it is important to develop appropriate
mechanisms to monitor threats to economic security and develop measures to
minimize them, improve existing legislation in the field of economic security, create a
system to guarantee protection of economic security from possible threats, identify
factors influencing economic security, will ensure the creation of sustainable economic
development and a reliable competitive state in the international economic space.

To ensure an adequate level of national economic security, it is necessary
to improve the legal regulation of the judiciary, which does not have the
appropriate level of public confidence, protection from poor competition from
monopolists and importers, reducing the shadow economy and shadow

ISSN 2786-491X (Print) 125



PHILOSOPHY, ECONOMICS AND LAW REVIEW. Volume 2, no. 1, 2022

employment, preventing and combating corruption, control over the use of state
and local budgets, increase professionalism and responsibility in the national
security and defense sector, and create a system for assessing risks and threats
in the economic area for criminal prosecution of persons whose criminal
activities threaten the economic security of the state.
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Jroamuia PUBAJIBYEHKO, Enyapa PU/KKOB, I'enagiit YABAHOB

I''IOBAJIbHI HACJIIAKHU 3BUTKOBOCTI
MIAMPUEMCTB KPATH CBITY YEPE3 IIIAXPAHCTBO

Anoranis. llaxpaiictBo BHCTynae OIHUM i3 BUIIB (DIHAHCOBUX 3JIOUMHIB, SIKI 3alMarOTh
BKJIMBE MICLIE B JOCII/PKEHHSX BUCHHMX YCIX KpaiH CBITY. AKTYaJIbHICTh I[bOTO IUTAHHS ILOPIYHO
3pocTae y 3B’S3Ky 3 [MiIBUILICHHSIM PiBHS 30MTKOBOCTI Ha I IIPHEMCTBAX, YCTAHOBAX, OaHKaX, BETMKHX
KOPIIOpALIisX, Y MPUBATHUX Ta JEPXKABHUX KOMIIAHISIK. 3JIIOUYMHHICTD BiJl MIAXpaiiCTBA MPU3BOIUTH JIO
BTpaTH 3HAYHHMX (PIHAHCOBMX PECYpPCIB HA INJIIPHEMCTBAX, IO CIPHYMHSE 3arpo3y iX JisUTbHOCTI.
BupirieHnst Takux npo0IieM € CKIIaIHUM 1 ToTpeOye T0CBiTy 0araThoX KpaiH CBITY JUIsl IX YCYHEHHSL.

3rifIHO 3 YKpalHChKUM 3aKOHOJIABCTBOM, Iepen0adeHO KpUMIHAJIbHY BiAMOBIAaIbHICTH
3a ImaxpaiictBo 3 (HIHAHCOBMMHU pecypcamH, M0 3aBJal0Th MaTepiaibHUX 30HMTKIB CBOIMH
3JI0YMHHUAMH JIISIMU TTiIIPHUEMCTBAM, OaHKaM Ta YCTAHOBaM Y BEJIMKUX PO3Mipax.

Just BusiBNeHHs! (hakTy PO3KpaIaHHsI y KOMIIaHiT HEOOXiJHO TIPOBOIUTH CITY)KOOBI MEPEBIPKH,
SIKi MalOTh TIPOBOAWTHUCS BIATIOBITHAMHE CITY>KOaMH O€3MEKH 13 3aTydeHHAM BHYTPINTHHOIO ayIHUTY
YH BHYTPIITHHOTO KOHTPOJIIO, FOPHANIHOTO BiIILTY, CITY>KOU YIIPABIiHHS IEPCOHAIIOM.

BusBneHss oci6, MPUYETHUX 10 MAaXPaHChKUX i, € CKIaIHAM ITUTaHHIM, 32 HEelIPaBOMipHI
Iii SKUX TiepeadadeHo KPUMIHAIBHY BIAIIOBIAANBHICTE. Pi3HI KOMIaHIl 3ay4aroTh 0 TPALliBHUKIB
JWICIMIUTIHAPHY BiAIIOBITANIBHICTE, ITPadHi CAHKINT 91 KpUMiHAIBHY BiAOBITABHICTS.

Haiibinmpmn ypaszmuBuMu cdepamMy IMaxpaictBa € OaHKW, IPOMHUCIIOBICTD, OyAiBHHUIITBO,
MeIHIIIHA, TPAHCTIOPT Ta 3aKyIiBii. CaMme y IIX TaTy3sSX CKOHIIEHTPOBaHI HAMOLUTBIIT TIOTOKH KOIITIB 1
HeMa€e HaJISKHOTO KOHTPOIIO 32 KOHTpareHTamMu. Kpim Toro, [t Takoi podoti Mae OyTr mpodeciitHo
TIITOTOBJICHUI TIEPCOHAJI, SIKOTO Y BENMKMX KOMIIAHISX Mano abo 30BCiM BifacyTHi. Haifdacrirme
KOMIIaHii CTPaKIArOTh BiJT MAXPaiCHKUX il KITI€HTIB, KOHKYPEHTIB Ta CHIiBPOOITHUKIB KOMTIAHl.

Knrouosi cnosa: waxpaiicmeo Ha nionpuemcmeax, KoH@ioenyitinicms iHopmayii,
NOPYULeHHS A8MOPCHKUX NPAB, GMPYUAHHSA Y CUCeMU OAHUX NIONPUEMCING, 3AXUCTT OAHUX
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